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1. Overall Description:

SA3 discussed security algorithms negotiation procedure for state transition from RRC_INACTIVE to RRC_CONNECTED and RNAU for the following three cases:
1. Target gNB supports the old algorithm used between UE and source gNB, and it is the highest in the target gNB priority list;

2. Target gNB does not support the old algorithm used between the UE and the source gNB;

3. Target gNB supports the old algorithm used between UE and source gNB, but it is not the highest in the target gNB priority list;

For case 2 and case 3, current security negotiation procedure is to trigger a NAS recovery procedure. SA3 came up with minor change for each case to reduce UE service interruption and eliminate unnecessary RRC signaling.
For case 2, it is proposed to include an NASRecovery indicator which is set to FALSE in RRC Connection Setup message to indicate to the UE not to perform a NAS recovery and derive RRC keys from KgNB* for security negotiation. This will eliminate unnecessary NAS signaling and N2 signaling.
For case 3, it is proposed that target gNB should reuse the old algorithm to resume RRC connection at first, and then decide whether to trigger an intra-cell Handover based on local policy to change the algorithms for the next RRC signaling. However, for RNAU, the target gNB does not need to trigger the intra-cell Handover procedure because there is no following RRC signaling. This will eliminate unnecessary RRC signaling, NAS signaling and N2 signaling.
RAN2 is kindly requested to find the details of the above mentioned procedures in the attached SA3 contribution.
2. Actions:

To RAN2 group.

ACTION: 
SA3 kindly requests RAN2 to take the above mentioned solutions into account when deciding on the security negotiation for RRC state transition between RRC_INACTIVE and RRC_CONNECTED.
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